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Staying secure online has never been more important, especially for businesses. Password
selection and maintenance both play an essential role in security. Unfortunately, they often
get neglected, especially on local installations such as XAMPP.

However, local software can be just as vulnerable to malicious activity, and by default XAMPP
typically ships without a root password for the MySQL database. Adding one and changing it
regularly can help keep your data secure and prevent the loss of hours of hard work.

In this article, we’ll explain why you might want to change your XAMPP MySQL password.
Then we’ll walk you through three different methods you can use. Let’s get started!

Why You Might Want to Change Your MySQL Password

There are several reasons why you might want (or need) to change your MySQL password.
First and most important: when you install XAMPP on your computer, the password for the
“root” user is left empty. This means that there is no security on this account by default.
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The root user is essentially the administrator account—it has unrestricted access to alll
commands and files in the system. As such, having no password protection for this user is a
major security hole. Anyone could log in to the user account and edit files on your local
installation.

Apart from that, it's also a smart security practice to change your passwords periodically.
Doing so helps prevent malicious activity, particularly if you use the same password in
multiple places. Regularly changing passwords can help offset issues that might arise without
this practice.

Finally, you may have simply forgotten your password and, as a result, can’t access files or
functions that you need on your local XAMPP WordPress installation. Whatever the reason,
being able to change MySQL passwords is a valuable skill that could come in handy.

Info

Looking for a powerful tool for local WordPress development?
DevKinsta features one-click site creation, built-in HTTPS, powerful
email and database management tools, and more. Learn more about
DevKinsta!

How to Change Your MySQL Password in XAMPP (3
Methods)

As with most WordPress tasks, there are multiple ways to change the MySQL password. The
method you should use will depend on exactly what you need to do and what interface you're
most comfortable with: the command line, a Graphical User Interface (GUI), or text files. With
that in mind, let’s take a look at three ways to change your MySQL password in XAMPP.
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1. Change Your MySQL Password Using the XAMPP Shell

Using the XAMPP shell is generally going to be the simplest and quickest method for
changing your MySQL password. It does involve using the command line, which can seem
daunting at first.

However, it's actually fairly straightforward. This is also the method you’ll want to use if you've
forgotten your existing MySQL password and need to reset it.

Note that these commands are the same whether you're using Windows or macOS. Since
this is a unique shell specific to XAMPP, any typical differences between the platforms won'’t

apply.

To get started, launch your XAMPP Control Panel and click on the Shell button on the right-
hand side.



XAMPP Control Panel v3.2.4

Modules
Service  Module PID(s) Port{s) Actions
14096 r T -
Apache 1768 80,443 | Stop || Admn | |
MysaL 1288 3306 [ Stop ]| Admn || conf
FileZilla Start Admin
Mercury Start Admin
Tomcat Start Admin
112:32:23 PM [main] The Mercury module is disabled A
12:32.23 PM [main]  The Tomcat module is disabled
12:32:23 PM [main]) Starting Check-Timer
12:32:23 PM [main) Control Panel Ready
12:33:36 PM [Apache] Attempting to start Apache app...
112:33.36 PM [Apache] Status change detected: running
12:33:37 PM [mysql]  Attempting to start MySQL app...
12:33.37 PM [mysgl]  Status change detected: running
v |

— Use the XAMPP shell to change your root password.

This will open up a new window with a command prompt. Enter the following command and
press the Enter/Return key:

nmysql adm n -u root password



The shell will prompt you to enter a new password. Press Enter/Return again, and you'll be
asked to confirm the new password.

Once you've done that, you're finished and can close the shell window.

2. Change Your XAMPP MySQL Password via phpMyAdmin

The second method involves using the phpMyAdmin GUI to change your XAMPP MySQL
password. This technique is relatively simple, but generally not as quick as the command line
method.

First, you need to access the phpMyAdmin interface. Pull up the XAMPP Control Panel and
click on Admin in the MySQL row:
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XAMPP Control Panel v3.2.4

Service Module PID(s) Port(s) Actions
I~ 14096 T
Apache 1768 80,443 | Stop 11

SR s e

' Mercury ~ Star
Tomeat . Start

12:3223 PM [main]  The Mercury module is disabled
12:32.23 PM [main]  The Tomcat module is disabled
12:32:23 PM [main] Starting Check-Timer
12:32.23 PM [main]  Control Panel Ready

12:33.36 PM [Apache] Attempting to start Apache app...

12:33.36 PM [Apache] Status change detected: running

112:33.37 PM [mysql] Attempting to start MySQL app. .

12:33:37 PM [mysqgl] Status change detected: running

PhpMyAdmin will open in a browser window:

— Open phpMyAdmin in XAMPP.




phpMyAdmin I Server: 127.0.0.1

aNeoe |4 Databases Q SQL 4, Status =7 Useraccounts 4 Export [} Impcll & Selimgs 'S i |4 Engines ‘. Plugins
Recent Favorites
- I General settings Database sever
{3 & Change password « Server: 127.0.0.1 via TCP/IP.
= Server connection collation: & \ utf8mbd_unicode_ci ~ P SEREHE RIS

+ Server connection: SSL is not being used &
#* More sattings « Server version: 10.4.17-MariaDB - mariadb.org binary distribution
+ Protocol version: 10

5 « User: root@localhost
I Appearance settings + Server charset: UTF-B Unicode (utf8mb4)

&’ Language @ | English v

@ Theme: pmahomme V! Web server

« Apache/2 4.46 (Win64) OpenSSL/1.1.1h PHP/8.0.0
« Database client version: libmysgl - mysqind 8.0.0

« PHP extension: mysqli & curl & mbstring &

= PHP version: 8.0.0

phpMyAdmin

« Version information: 5.0.4, latest stable version: 5.1.0
+ Documentation

= Official Homepage

+ Contribute

= Getsupport

« List of changes

« License

— The phpMyAdmin interface.

If you're asked to log in, use the username “root” and enter your root password. If you haven’t
set one yet, you can leave it blank.

Next, navigate to the User accounts section in the main menu bar, and locate the root user
for localhost in the list:



phpMyAdmin
el 2e
Recent Favorites

& New

#- | information_schema
4 mysql

“4 performance_schema
phpmyadmin

4 test

[#-4 testsite

& Engines & Plugins

| Replication ¢ Variables &= Charsets

= Export |u! Import * Settings

L] sQL (& Status = Useraccounts

User accounts overview User groups

User accounts overview

User name Hostname Password Global privileges . User group Grant Action

0 Any % Nog usace No £ Edit privileges =} Export
[ TestUser o Yes ALL PRIVILEGES Yes £ Edit privileges —} Export
O pma localhost ~ No USAGE No £ Edit privileges S} Export
[ root 127.00.1 No ALL PRIVILEGES Yes £ Edit privileges =} Export

] _root 24 No ALL PRIVILEGES Yes _£: Edit privileges &} Export
— —
[ root localhost ~ Yes ALL PRIVILEGES Yes g Edit privileges =} Export
] Check all With selected: =} Export

& Add user account

&, Remove selected user accounts

(Revoke all active privileges from the users and deleta them afterwards.)

(") Drop the databases that have the same names as the users.

(o)l
&

_+. Note: phpMyAdmin gets the users’ privileges directly from MySQL's privilege tables. The content of these tables may differ from the privileges the server uses, if they have been changed manually. In this
case, you should reload the privileges before you continue.

— The root user in phpMyAdmin.

Next, you can click on Edit privileges beside the root user, then select Change password at

the top of the page.



phpMyAdmin
E-3 "L ENE-

Recent Favorites

—.5 New

4 information_schema
l?i' o mysql

4~ | performance_schema
I+~ 4 phpmyadmin

#-14 test

[#-4 testsite

|| Databases [/ S@QL (4, Status = Useraccounts = Export |l Import * Settings | Replication ¢ | Variables = Charsets (4 Engines @ Plugins

Global

Change p: Login

Edit privileges: User account 'root'@ localhost’

[ .+, Note: You are attempting to edit privileges of the user with which you are currently logged in.

‘ Global privileges Checkall |

Note: MySQL privilege names are expressed in English
 @oata @ } ,]|~* | limits |
- - : Noie: Setiing these oplions to 0 {zero) removes e limii.
SELECT CREATE GRANT
THSERT ALTER SUPER WX QUERTES PER. HOLR ‘0 |
UPDATE INDEX PROCESS
DELETE DROP RELOAD SR R ‘D—|
FILE CREATE TEMPORARY TABLES SHUTDOWN MAX CONNECTIONS PER HOUR ‘_‘
SHOW VIEW SHOW DATABASES i
MAX USER_CONNECTIONS ‘U |
CREATE ROUTINE LOCK TABLES S—
ALTER ROUTINE B rererences
EXECUTE REPLICATION CLIENT
CREATE VIEW REPLICATION SLAVE
EVENT CREATE USER
TRIGGER
ssL |
(@) REQUIRE NOWE
() REQUIRE SSL
() REQUIRE X585
() SPECIFIED
'm Console REQUIRE CTPHER |

— Initiate password change in phpMyAdmin.

On the next screen, simply enter the password you want to use:



phpMyAdmin
fElel 9e

Recent Favorites

— & New

% | information_schema
#- 4 mysql
performance_schema

[#- 4 phpmyadmin
- test
[#-4 testsite

M rC7Server 127.001

& Engines g Plugins

) Databases [ SQL [ Status = Useraccounts w4 Export [w} Import * Settings |l Replication & Variables = Charsets

Global Change Login
Edit privileges: User account root'@ 'localhost’
'+, Note: You are attempting to edit privileges of the user with which you are currently logged in. J
i Change password
_No Password
Enter: - Strength: Strong
@Password:
Re-type: | sosseresssens

Password Hashing: Native MySQL authentication

Generate password | Generale

— Change your root password in phpMyAdmin.

When you're finished, you can click on the Go button in the bottom-right to save the change.

That's it!

3. Change Your XAMPP MySQL Password by Editing the config.inc.php

File

If you find yourself in a situation where you know your password is correct, but it isn’t working
for whatever reason, this is the method for you. It involves opening up a text file and editing
the password directly in it.

First, open the XAMPP Control Panel and click on the Explorer button on the right-hand side

of the window:



XAMPP Control Panel v3.2.4

Modules
Service  Module

Apache
MysaL
FileZilla

Mercury

Tomcat

23 PM [main]
23 PM [main]
23 PM [main]
23 PM [main]
36 PM [Apache]
36 PM [Apache]
37 PM [mysql]
37 PM [mysql]

) L) L) L L) L L L
r,.;-f..)f..;-f.n)l‘\)f\)l\)f\)

— ok ok 1
MMMMMMMM

[ & coma |

PID(s) Port(s) Actions | @ totein
1768 80, 443 l H Admin ‘l Config || Logs | |7.Shel ‘
Start _Config | | Logs | | ® services
Start Config | [[loos | [ @ uep |
Start Config | Logs I [ Qut |
The Mercury module is disabled |
The Tomcat module is disabled
Starting Check-Timer
Control Panel Ready
Attempting to start Apache app...
Status change detected: running
Attempting to start MySQL app...
Status change detected: running
W

— The Explorer button in the XAMPP Control Panel.

This will launch a file browser in the XAMPP folder. Next, you can open the phpMyAdmin
folder and locate the config.inc.php file:
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The config.inc.php file in Windows.

You can open this file in your favorite text editor, or simply double-click on it to open it in the
default program.

The line you're looking for is $cf g[ ' Servers' ][ $i][' password'] =
" Your Passwor d' ; . Here’s what it looks like:

20N />
3 * This is needed for cookie based authentication to encrypt password in
4 * cookie
5 &
(3 Scfg['blowfish secret'] = "xampp'; /* YOU SHOULD CHANGE THIS FOR A MORE SECURE COCKIE AUTH! */
i]
BE/*
9 * Servers configuration
10 = Wy
Ak 51 = 0;
12
S S
14 * First server
15 - */
16 Si++;
i ]
18 /* RButhentication type and info */
19 Scfg['Servers'] [$i] ['auth type'] = 'cookie':
20 Crfr 1 Carrarall1 [S41 [Thnear-11 = 'yrami s
21 Scfg['Servers'] [$§i] ["password'] 3
22 — — e — . JE]
23 Scfg['Servers'] [$i] ['AllowNoPassword'] = false;
24 Scifg['Lang'] = '';

— The line to edit the MySQL password in the config.inc.php file.

Once you locate it, you can enter your desired password between the single quotes, and then
save the file. That's all there is to it!

Summary

Whether you've forgotten your XAMPP MySQL password or you want to take your security up
a notch, there are multiple methods you can use to change it. Updating your password helps
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keep your data secure, and provides an additional layer of defense against malicious activity.

In this article, we covered how to change your MySQL password on an XAMPP installation
using three methods, which include using the command line, going through the phpMyAdmin
GUI, and editing a file directly. You can choose whichever one suits your workflow best.

If you take security seriously and want to ensure that all of your WordPress sites are
protected, consider hosting with Kinsta. Our plans offer the security, speed, and support your
site needs to operate at its best.
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